RISK DECK

ATTACK-CHAIN WORKSHEET %

The Risk Deck runs on any lined-up attack chain. Before you start the Risk phase, fill the three things
below from whatever source you are using. Each step must be concrete enough to argue a Likelihood
and an Impact.

A GAME YOU PLAYED A REAL INCIDENT A MITRE ATT&CK LINE A VENDOR REPORT

The resolved kill chain from Something your team A sequence of techniques, A breach write-up or threat-
any game that sequences an actually handled. Redact as ordered by tactic phase. intel narrative.

attack. needed.

1 - ACTOR whois attacking, and how capable + motivated are they?
STRENGTH 1-5

2 - TARGET what are they after, and how much does it matter to the business?

IMPORTANCE 1-10

3 - THE CHAIN 3to 4 ordered steps, from first access to the objective

° HOWl THEY GOT IN (INITIAL ACCESS)
a WHAT THEY DID MEXT (PIVOT / ESCALATE)
e HOWl THEY PRESSED THE ADVANTAGE (C2 / SPREAD)

WHAT THEY ACHIEVED (THE OBJECTIVE) - OPTIONAL

A vague step mokes a vogue brief. ‘They phished the Lfinohce team' beats 'initial access' Name the
system, the data, the move.
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